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Abstract
WSN serves as a medium for linking the physical and information network of IoT. Energy and trust are the two major factors

that facilitate reliable communication in the network.Duringmulticast routing, the BS engages in forwarding the data securely

to the multiple destinations through the intermediate nodes, which is the major challenge in IoT. The paper addresses the

challenges through proposing an energy-awaremulticast routing protocol based on the optimization, CrowWhale-ETR,which

is the integration of CSA and WOA based on the objective function designed with the energy and trust factors of the nodes.

Initially, the trust and energy of the nodes are evaluated for establishing the routes that is chosen optimally using CWOA. This

optimally chosen path is used for the data transmission, inwhich energy and trusts of the individual nodes are updated at the end

of the individual transmission, in such a way the secure nodes can be selected, and which improves the secure communication

in the network. The simulation is analyzed using 50 and 100 nodes in terms of the performancemeasures. The proposedmethod

acquired the minimal delay of 0.2729 and 0.3491, maximal detection rate of 0.6726, maximal energy of 66.4275 and 71.0567,

and maximal throughput of 0.4625 and 0.8649 in the presence and absence of attacks with 50 nodes for analysis.

Keywords IoT � Multicast routing � Optimization � WSN � Trust � CrowWhale-ETR � CSA � WOA

Abbreviations
WSN Wireless sensor network

IoT Internet of things

BS Base station

CrowWhale-ETR Crow Whale-energy trust routing

CSA Crow search algorithm

WOA Whale optimization algorithm

QoS Quality of service

CWOA CrowWhale optimization algorithm

GPS Global positioning system

ESMR Efficient self-organizing multicast

routing protocol

CA Certification authorities

GMR Geographic multicast routing

QMRPRNS QoS multicast routing protocol

using reliable node selection scheme

FAST ? FAMOUS Faster algorithm ? fast

multiconstrained multicast routing

algorithm

DDoS Distributed denial of service

RFID Radio-frequency identification

MITM Man in the middle

MANET Mobile ad hoc network

1 Introduction

Internet of things (IoT), a significant network interlinks the

physical world with the cyber environment, which consisted

of a large number of the objects, like sensors, RFID tags,

actuators, and mobile devices that are connected to the

internet through awired/wireless connection [1]. Former IoT

applications engage in sensing and actuating the surround-

ings with the limited computing and battery-operated devi-

ces communicating through a wireless channel [2]. On the

other hand, the goal of IoT communication concentrated on

the utilization of minimal network resources and power with
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effective QoS. The growth of IoT finds its valuable appli-

cation in IoT mainly, in the medical and multimedia appli-

cations [3, 4]. The network optimization led to the energy

conservation and the power conservation is assisted through

the routing efficiency [5, 6]. WSN establish the effective

means of communication in IoT through its powerful nodes

[7]. IoT elaborates the idea of Internet from a homogeneous

network of devices including the computers, home appli-

ances, consumer electronics, or sensors nodes ofWSNs. The

merits of linking the WSN with other IoT members goes

beyond the remote access, since the heterogeneous infor-

mation models are capable of collaborating among each

other to ensure a common service [8–10].

WSNs provide highly flexible monitoring and control in

effective cost as they are autonomous and infrastructure-less

[11]. The cost of the individual nodes is effective as the nodes

in WSN are limited with respect to energy, memory, pro-

cessing, and/or communication resources. Since energy is the

major constraint, IoT serves as a compromising area that links

billions of wireless sensors [7]. InMANET the network nodes

are free to move to anywhere in the network [12]. The func-

tioning and importance of the existing systems in industry are

sometimes transformed with the reliable solutions rendered

using IoT. Though IoT ensures opportunities for establishing

the effective system, power consumption seems to be a major

challenge in IoT [13]. Generally, the dynamic nature of the

WSN environment is due to the unstable weather situations,

exhaustion of sensor battery, presence or absence of the hurdle

among the nodes in the network, mobility of the sensor and

sink nodes. Due to the above fact, there is a frequent change in

the routes between the nodes, which requires tracing and

reacting through an effective routing protocol [11, 14–16].

Therefore, performing the network routing is a challenge

because of the non-static nodes, which randomly move in the

pre-defined search space [17, 18]. Secure node multicasting

routing algorithmenhances the security by selecting the routes

based on the fewer number of transmissions and also create a

bandwidth minimal multicast tree. This will resist all the

threats including wormhole attack [19].

For IoT applications, the messages are disseminated to

few nodes through multicast transmissions. The multicast

routing protocol establishes multicast paths for sending

data packets between source and destination [20]. As an

instance, an application in IoT using multicast transmission

updates the prices in market on a electronic shelf labels.

Literature subdivides the routing protocols as: non-geo-

graphic and geographic-based. In case of the non-geo-

graphic-based solutions, the request packets are flooded

from the multicast source to all the destination nodes

[6, 8, 21], whereas, in geographic-based multicast routing,

the nodes know the location using GPS devices [5]. Multi-

channel routing minimizes the interference and congestion

for improving the data rates and reducing the power

consumption [22] that guarantees multiple QoS constraints.

On the other hand, the network topology from adaptive to

dynamic assists better performance in multimedia com-

munications of IoT [23–25]. There is a need for highly

efficient multicast routing to address the needs of multi-

media communications in highly dynamic IoT environ-

ments. The main aim of algorithms for multicast routing

increases the resource utilization and reduces the network

energy consumption of the network than attaining the

multiple QoS of multimedia communications [3].

1.1 Problem statement

The physical objects are monitored and controlled over the

internet is called IoT. WSN is a medium to link the

information and physical network of IoT. In multicast

routing, the data is transmitted to the set of destination

node from a base station in which the major challenge is

secure transmission of data. The challenges for the efficient

routing in the WSN are mentioned below,

• The nodes in the heterogeneous IoT differ from each

other based on the memory, which are mostly memory

less tags with effective sensors/actuators. On the other

hand, the eligibilities of the nodes are different for

assisting the reliable transport that is considered while

establishing routes. Moreover, lower power transmis-

sion affects the reliability of the link with higher end-to-

end errors [26].

• The burden of the nodes and the communication channels

along with the greater mobility capabilities impose huge

security threads to the IoT network. Additionally, the

self-organizing nature of IoT nodes and the application of

the solution based on the CA through the servers linked,

pose a challenge for secure routing [27].

• The demerits associated with the WSN includes:

random positioning of nodes, dynamic environment,

restricted power, and limited processing ability. These

issues pose unreliable communication and are subjected

to the range issues [28].

• The multicast routing algorithm depending on priority

assignment rule to detect the routes is computationally

intensive and did not take into account, the trust level and

energy even though these constraints are significant in

IoT applications [5].

The proposed method the energy and trust of the nodes

are evaluated and choose an optimal path for the data

transmission using CWOA. This optimally chosen path is

used for the data transmission, in which energy and trusts

of the individual nodes are updated at the end of the

individual transmission, in such a way the secure nodes can

be selected, and which improves the secure communication

in the network.
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The primary intention of this research is to design and

develop CWOA for energy aware multicast routing in

WSN for IoT applications. This work aims to propose an

enhanced version of the well-known multicast routing

algorithm based on the CWOA. The proposed work aims to

consider the two parameters including energy consumption

and node’s trust value. By considering these two parame-

ters, a routing framework, called CrowWhale-ETR is pro-

posed based on the four important steps, (1) measuring the

trust level of a route, (2) measuring the energy level of a

route, (3) route discovery, (4) route choosing. At first, the

trust level and energy level of the nodes is measured based

on the mathematical model. Once these parameters are

computed, the route discovery and choosing is performed

based on CWOA which is a new algorithm to be proposed

by integrating COA with WOA.

The major contributions of the research are:

• To design and develop an effective algorithm for

energy and trust aware multicast routing in WSN for

IoT applications.

• Propose an enhanced version of the well-known mul-

ticast routing algorithm based on the CWOA.

• Aims to consider the parameters, energy and trust of the

nodes that is employed to formulate the objective

function for the proposed routing framework, called

CrowWhale-ETR.

The rest of the paper is organized as: The review of the

existing routing protocols is demonstrated in Sect. 2 along

with the demerits of the methods. The proposed method of

routing with the proposed protocol is discussed brief in

Sects. 3 and 4 highlights the results of the proposed

method. The summary of the paper is given in Sect. 5.

2 Literature survey

The section demonstrates the review of the eight literature

works and the demerits of the methods are discussed to

reveal the motivation behind the new model. Huang et al.

[3] developed multicast algorithms to enable the multi-

media routing based on the entropy, which employed the

spanning tree and shortest tree paths. The method outper-

formed in terms of accuracy and speed, and minimized the

complexity, but the method suffered with the limited

resources. Pan and Yang [5] developed a routing protocol

that chosen the intermediate nodes, eradicates the loops,

and verified if the multicast links could be further merged.

The transmission links were minimized and the path

lengths were shortened. Moreover, the latency of multicast

was reduced, but node mobility was supported. Porambage

et al. [26] developed a group key establishment that was

more effective for the centralized applications, but suffered

from the MITM attack. Li et al. [29] developed the

heuristic algorithms that yielded a better solution for the

traditional NP complex issue and the delay bound was met

while consuming much transmit power. Nisha and

Balakannan [30] introduced energy ESMR that utilized the

energy balance and rendered effective network lifespan.

The method was efficient in enhancing the success packet

rate, but the future energy of the node was required. Zhu

et al. [31] developed a two-stage framework to optimize

the path of the transmissions. There was found to be no

interference, where there was a need for large time leading

to the time complexity. Wang et al. [32] was developed

using the distributed algorithm that solved the inter-layer

optimization issue, which rendered higher flexibility and

stability, which possessed slow convergence.

3 Proposed protocol for multi-cast routing
in WSN for the IoT application

The main aim of multi-cast routing is to distribute the data to

the multiple destinations and in this paper, the multicast

routing is performed optimally using the proposed Crow–

Whale optimization. The mobile nodes in the IoT network

are subjected to the evaluation of the fit factor, which is based

on trust and energy. Upon the selection of the secure nodes,

the routes are discovered for the optimal selection of the

optimal routes. The routes are chosen based on the proposed

CrowWhale optimization, which is the modification of the

WOA [33, 34]. The optimally chosen path is used for the data

transmission that is followed with the trust and energy

update. The energy and trust of the individual nodes are

updated at the end of the individual transmission in such a

way that the secure node selection using the fit factor is

continued for the next round. Figure 1 shows the block

diagram of the multi-cast routing using the developed opti-

mization. The environment consists of nIoT mobile nodes

that are engaged in collecting and forwarding the data to the

destination.

Mobility model of WSN The nodes mobility [35]

describes the position, velocity, and acceleration of nodes

in the environment. The performance of the routing pro-

tocol is analyzed with the mobility model that depends on

the distance. Let us assume two nodes Ni and Nj placed at

ui; við Þ and uj; vj

� �
such that Xi 2 ui; við Þ and X j 2 uj; vj

� �
.

Ni and Nk traverse in a particular direction through variable

velocity with an angle h1 and h2. The nodes Ni and Nk

travel a distance o1 and o2, and after moving a particular

distance, the nodes attain a new position unew
i ; vnew

i

� �
and

unew
j ; vnew

j

� �
, respectively. Initially, the Euclidean distance
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of the nodes at positions Ni ui; við Þ and Nj uj; vj

� �
is given

as,

o uv; 0ð Þ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ui � uj

�� ��2þ vi � vj

�� ��2
q

ð1Þ

The velocity of the nodes Ni and Nk is mNi
and mNj

making an angle h1 and h2 to travel the distances o1 and o2
that is represented as,

o1 ¼ mNi
� t ð2Þ

o2 ¼ mNj
� t ð3Þ

At t, the node acquire a new position, which is given by,

utþ1
i ¼ ut

i þ mNi
� t � cos h ð4Þ

vnew
i ¼ vold

i þ #Ni
� t � cos u ð5Þ

When the node Nk uk; vkð Þ travel a distance o2 making

an angle h2, the node Nj acquire a new position as given as,

utþ1
j ¼ ut

j þ mNj
� t � cos h ð6Þ

utþ1
j ¼ ut

j þ mNj
� t � cos h ð7Þ

After the nodes attain a new position, the distance

between the nodes is computed as given by,

o utþ1 vtþ1; tð Þ ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

utþ1
i � utþ1

j

���
���
2

þ vtþ1
i � vtþ1

j

���
���
2

r

ð8Þ

3.1 Computation of the fit factor to select
the secure nodes

The fit factor is the significant factor to choose the secure

nodes in order to progress the secure communication in the

network, which improves the data confidentiality and

integrity. The fit factor is formulated based on the trust and

the energy of the individual nodes in the network and the

node with the maximal trust and energy is chosen to be the

secure node. The fit factor is computed as,

Fitij ¼ D ¼ 1

2
� ei þ

1

N
�
XN

j¼1
i2j

Tij

2

664

3

775 ð9Þ

where N refers to the total number of the neighbors, ei is

the energy of the ith node in the IoT network, and Tij

specifies the trust factor of the jth neighbor of the ith node.

The genuine nodes from the IoT network are chosen based

on the trust and energy of the nodes, which are then sub-

jected to the route selection phase using the proposed

optimization.

3.1.1 Calculation of trust

The trust [36] and energy model [37] of the IoT nodes are

computed as follows:

Tij ¼ Tdirect
i;j þ Tindirect

i;j þ Trecent
i;j þ T

bytes
i;j ð10Þ

The trust used for the evaluation of the node trust is

direct trust Tdirect
i;j , indirect trust Tindirect

i;j , recent trust Trecent
i;j ,

and trust-based on the number of bytes transmitted T
bytes
i;j .

Initially, whenever the transmission initializes in the nodes,

the trust is set to a maximum of one and the trust factors

include:

Fig. 1 Multicast routing using CrowWhale optimization
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3.1.2 Direct trust

The direct trust [36] depends on the deviation in the actual

and estimated time and this computation is based on the

witness factor, which contributes much for the enhance-

ment of the nodal trust. The witness factor is based on the

ith node, which accepts the public key and the sth sink

node in IoT, which authenticates with the node rendering

the public key. Therefore, the trust value is based on the

approximate time of the nodes and the direct trust is for-

mulated as,

Tdirect
i;j tð Þ ¼ 1

3
Tdirect

i;j t � 1ð Þ � Tkey � Ekey

Tkey

� 	
þ x

� 	
ð11Þ

where Tkey specifies the appropriate time required to send

the key, Ekey signifies the expected time for receiving the

key, and x refers to the witness factor of jth destination.

3.1.3 Indirect trust

The indirect trust [36] is significant whenever a node

receives the public key for authentication with any other

node that does not hold a witness value. Thus, the indirect

trust specifies the trust worthiness of the nodes and the

formula for calculating the indirect trust of the nodes is

given as,

Tindirect
i;j tð Þ ¼ 1

N

XN

i¼1

Tindirect
i;x xð Þ ð12Þ

where N indicates the total neighbor nodes in the ith node.

3.1.4 Recent trust

The recent trust [21] is computed as the node regression of

indirect and direct trust of the nodes in the network, the key

authenticity, and the acknowledgment belonging to the sink

node, which is the function of the time. The recent trust is

formulated as,

Trecent
i;j tð Þ ¼ a � Tdirect

i;j tð Þ þ 1� að Þ � Tindirect
i; j tð Þ ð13Þ

where a ¼ 0:3.

3.1.5 Trust based on the data bytes

The robustness of the routing is enhanced through the

inclusion of the trust factor that is based on the data bytes,

which is based on the total number of the data bytes send

from the source node to the total number of the data bytes

received through the destination node. The trust factor

based on the data bytes is given as,

To
i; j ¼

1

2
�

oi
i; j

d
þ
o

j
i ; j

d

" #

ð12Þ

where oi
i; j specifies the data bytes forwarded using the

source node and o
j
i ; j denotes the bytes received in the

destination node. The data packet limit for sending and

receiving the data is represented as, d.

3.1.6 Energy model of the network

The sensors in IoT are fully battery-operated and hence,

energy of the nodes is the major constraint, which needs to

be controlled as it is essential for extending the life-time of

the IoT network. Let us assume that the energy [38] in the

node at the beginning of the communication is, e0. During
communication, when the receiver receives the transmitted

data there is energy-loss, which duly depends on the dis-

tance of transmission and the nature of the node, which can

be any of the cluster head or the nodes present in the

particular cluster. The transmission depends on the routing

protocol and the dissipation in the energy is as a result of

the usage of the radio electronics and power amplifier in

the transmitter. While transmitting the data packet, the

energy dissipation occurs in the node that is based on the

following equation,

edis Kið Þ ¼ eelec � ‘i þ epa � ‘i

� Ki � Hj



 

4; if Ki � Hj



 

� b0 ð14Þ

where eelec is the electronic energy, edis Nið Þ specifies the

energy dissipation of ith node. The number of bytes send

by ith node is denoted as, ‘i and epa is the energy of power

amplifier available in the transmitter. The energy dissipa-

tion is based on a parameter b0 such that the distance

between the ith sensor node and jth head is computed and

compared with b0. Whenever the distance between node Ki

and its corresponding Hj lies below b0, the energy dissi-

pation in the normal sensor node is based on Eq. (14) or

otherwise, the energy dissipation of Ki is computed based

on Eq. (15).

edis Kið Þ ¼ eelec � ‘i þ efs � ‘i � Ki � Hj



 

2;
if Ki � Hj



 

\b0
ð15Þ

LD0
¼

ffiffiffiffiffiffi
efs

epa

r
ð16Þ

where efs is the free space energy. The electrical energy is

based on the modulation, filtering, coding, and so on,

associated with the transmitter and data aggregation that is

given as,

eelec ¼ etx þ eagg ð17Þ

where etx specifies the transmitter energy and eagg signifies
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the energy of data aggregation. Ki � Hj



 

 is the distance

between the ith node and jth cluster head. When the normal

node Ki tries to communicate with Hj, there is a loss in the

energy at the cluster head based on the electrical energy at

the receiver side and the data bytes received by the cluster

head. The energy dissipation at the jth cluster head is given

as,

edis Hj

� �
¼ eelec � ‘i ð18Þ

Once the data transmission and reception ends, all the

sensor nodes and the cluster heads are updated based on the

energy of the nodes and dissipated energy of the nodes,

given as,

etþ1 Kið Þ ¼ et Kið Þ � edis Kið Þ ð19Þ
etþ1 Hið Þ ¼ et Hið Þ � edis Hið Þ ð20Þ

where Hj

� �
is the energy dissipation of the cluster head or

the receiver during the transfer of the data packets by the

normal node. The energy update of the nodes continues

until the node becomes dead or in other words, when the

energy of the nodes becomes zero.

3.2 Generation and selection of the optimal
routes based on the proposed CrowWhale-
ETR protocol

Once the genuine nodes are chosen from the IoT network,

the source and the destination nodes are fixed for the ran-

dom generation of the routing paths for which the proposed

CrowWhale ETR is employed. The randomly generated

routes are selected optimally using the optimization algo-

rithm, CrowWhale optimization, which follows the opti-

mization steps of CSA. The optimization follows the

objective function that is based on the fit factor of the IoT

nodes in the network. The section discusses the optimal

route selection steps of the proposed algorithm.

3.2.1 Solution encoding

The solution encoding is the representation of the solution

signifying the nodes involved in the routing. Since it is the

multicast routing, the source is the same and there are

multiple destinations, which refers to data forwarding from

a source to the multiple destinations through the interme-

diate nodes. The dimension of the solution vector is given

as, (m 9 k), where, m specifies the multicast destinations

and k indicates the maximal number of the intermediate

nodes. Figure 2 shows the solution vector. Let us suppose

that there are ten genuine nodes of IoT network engaged in

communication and from Fig. 2, it is evident that the node

‘5’ acts as the source node and there are three destinations,

‘4’, ‘8’, and ‘9’.

The solution vector is demonstrated clearly as in Fig. 3,

which is the clear picture of the multi-cast routing among

the genuine nodes, determined using the fit factor.

3.2.2 Objective function

The objective is evaluated based on the fit factor of the

nodes, which utilizes the trust and the energy of the nodes.

The objective function is given as,

O ¼
Xb

i¼1

Xbij j

j¼1

Fitij ð21Þ

where b refers to the total destinations and bij j signifies the
number of the intermediate nodes in the destination paths.

The randomly generated paths that contribute to the max-

imal value of the fitness are chosen as the optimal path

based on the proposed optimization algorithm.

3.2.3 Optimization steps to select the optimal routes
for progressing the multicast routing in IoT

The optimal routes to progress the multicast routing are

determined using the proposed optimization, CrowWhale,

which is the modification of the CSA [2] with the WOA

[33]. The proposed CrowWhale optimization follows the

optimization steps of CSA with the modified equation. The

advantages of CSA are that there is a proper balance

between the intensification and diversification that is con-

trolled using the parameter, awareness probability A. The

decrease in A often leads to the local search to determine

the current solution, which often results in intensification

and increasing values of A causes the global search for the

solution resulting in exploration. The higher values of

A causes the diversification phase of the Whales. More-

over, the convergence of CSA is found to be better and is

reported to be around 1 s. However, fine tuning of the

optimal parameter is essential in order to switch between

the intensification and diversification phases, and it is noted

that CSA is effective for both the unimodal and multimodal

functions, but based on the control parameter, A. In case of

the ineffective parameter tuning, it results in the local

optimal convergence. Therefore, WOA is integrated with

the CSA that exhibited adaptive nature and finally, results

in the global optimal convergence. There is a simultaneous

balance in the local optimal avoidance and convergence

speed is high during the course of the iterations. The

benefit of CSA is that the algorithm is simple and requires

less computational cost.

CSA is based on the social behaviour of the Crows,

which is meant for the intelligent behaviour and the tool-

making ability. Crows hide their food and observe the other

neighbors to find their hiding place, and steal the food of
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others. Generally speaking, Crows live in flocks, memorize

the hiding position of the Crows, and pilfer the caches

based on a specific probability. Let us assume that there are

q number of Crows in the search space and their positions

are denoted as, Zl; 1� l� qð Þ. The q Crows are positions

randomly in the a dimensional space and the individual

position of the Crow specifies the feasible solution. The

solution matrix is denoted as,

Z ¼

Z1
1 Z1

2 . . . Z1
a

Z2
1 Z2

2 . . . Z2
a

:

:

:

:

:

:

:

:

:

:

:

:
: : : :

Z
q
1 Z

q
2 . . . Zq

a

2

666666664

3

777777775

ð22Þ

The Crow update their position based on the memory or

hiding place of the Crow, which is represented as,

M ¼

M1
1 M1

2 . . . M1
a

M2
1 M2

2 . . . M2
a

:

:

:

:

:

:

:

:

:

:

:

:
: : : :

M
q
1 M

q
2 . . . Mq

a

2

666666664

3

777777775

ð23Þ

The position update follows two rules given as,

(1) Crow j is unaware that Crow l is following while in

search of the hidden place of Crow j and hence, the update

equation is given as,

Zl; sþ1 ¼ Zl; s þ R1 � Ll; s � Mj; s � Zl; s
� �

ð24Þ

Rearranging the above equation, we get,

Zl; sþ1 ¼ Zl; s þ R1 � Ll; s � Mj; s � R1 � Ll; s � Zl; s ð25Þ

Zl; sþ1 ¼ Zl; s � 1� R1 � Ll; s
� �

þ R1 � Ll; s � Mj; s ð26Þ

where Zl; sþ1 refers to the position of the lth Crow in time

sþ 1ð Þ. R1 refers to the random number that varies

between 0 and 1, Mj; s signifies the position of the hiding

place of kth Crow, Ll; s indicates the flight length of the lth

Crow, and Zl;s denotes the position of the lth Crow at time

s. The significance of the flight length Ll; s is that the lower

values of Ll; s causes local search and greater values of Ll; s

leads to the global search. The standard update Eq. (26) of

CSA is modified with the update equation of the WOA and

the standard equation of WOA is given as,

Zl;sþ1 ¼ Mj;s � P~ � V~; if q\0:5 ð27Þ

where q is the random probability that decides the

switching between the exploitation and exploration phases,

and Mj; s specify the best position of the Whale. The dis-

tance vector is represented as, V~ that is given as,

V~ ¼ G~ � Mj;s � Zl;s
���

��� ð28Þ

The vectors, P~ and G~ are the coefficient vectors that are

calculated as,

P~ ¼ 2 � p~ � r~� p~ ð29Þ

G~ ¼ 2 � r~ ð30Þ

The values of p
!

is decreased from 2 to 0 during the

course of the iteration and r
!

be the random number

between 0 and 1. Substitute the Eq. (28) in the Eq. (27), we

get,

Zl;sþ1 ¼ Mj;s � P~ � G~ � Mj;s � Zl;s
� �

ð31Þ

Zl; sþ1 ¼ Mj; s � P
!

: G
!

:Mj; s þ P
!

: Zl; s ð32Þ

P~ � Zl;s ¼ Zl;sþ1 þ P~ � G~ � Mj;s � Mj;s ð33Þ

Zl;s ¼ 1

P~
Zl;sþ1 þ P~ � G~ � Mj;s � Mj;s
h i

ð34Þ

The above equation is used to modify the Eq. (26) of

CSA, which becomes the update equation of CrowWhale

optimization. The update equations of CrowWhale is given

as,

Zl; sþ1 ¼ 1

P~
Zl;sþ1 þ P~ � G~ � Mj;s � Mj;s
h i

� 1� R1 � Ll;s
� �

þ R1 � Ll;s � Mj;s
ð35Þ

Zl; sþ1 �
1� R1 � Ll; s
� �

P~
� Zl; sþ1

¼ 1

P~
P~ � G~ � Mj;s � Mj;s
h i

� 1� R1 � Ll; s
� �

þ R1 � Ll; s � Mj; s

ð36Þ

Zl; sþ1 � 1�
1� R1 � Ll; s
� �

P~

� 	

¼ R1 � Ll; s � Mj; s þ 1

P~
P~ � G~ � Mj;s � Mj; s
h i

� 1� R1 � Ll; s
� �

ð37Þ

Zl; sþ1 ¼ P~

P~� 1� R1 � Ll; s
R1 � Ll; s � Mj; s

�

þ
1� R1 � Ll; s
� �

P~
P~ � G~ � Mj;s � Mj; s
h i� ð38Þ

(2) The Crow j knows that the other Crow l follows it

and hence, jth Crow fools the other Crow l through

moving to the other position. Thus, the position of the

Crow is updated randomly.

Upon updating the position of the Crow, the feasibility

of the Crow is verified that is based on the objective
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function, which is shown as in Eq. (21). The feasibility of

the Crow is verified as follows:

Mj; sþ1 ¼ Zl; sþ1; fit Zl; sþ1
� �

[ fit Mj; sð Þ
Mj; s; Otherwise



ð39Þ

where fit Zl; sþ1
� �

refers to the fitness of the solution at time

sþ 1ð Þ and fit Mj; sð Þ indicates the fitness of the best

position. Whenever the fitness of the new solution is better

compared with the best solution, the new solution is

accepted or otherwise, the Crow stays in the previous

position. The solutions are repeated for the maximal

number of the iterations and the best solution is derived.

The best solution represents the multicast routes to enable

routing in the IoT environment. The pseudo code of the

proposed algorithm is deliberated in Algorithm 1.
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4 Results and discussion

The section deliberates the experimental analysis and dis-

cussion of the IoTs based on the proposed multicast routing

algorithm. The evaluation of the results is deeply elabo-

rated in this section.

4.1 Experimental setup

The experiment is analyzed in MATLAB and the simula-

tion is developed with 50 and 100 nodes for analysis in the

presence or absence of the node attacks. Two types of

attacks are considered in the paper, which includes the

black-hole attack and DDOS attack.

4.2 Simulation results

The analysis with 50 and 100 nodes are demonstrated in

this section and Fig. 4 shows the simulation results. The

analysis with the 50 nodes and 100 nodes are demonstrated

in Fig. 4a, b, respectively. The attacker is detected effec-

tively using the proposed protocol and the attacker is

indicated with a red round in the simulation environment.

4.3 Performance metrics

The metrics employed for the analysis include: delay,

detection rate, energy, and throughput of the network. The

network energy refers to the energy remaining in the nodes

after the end of the transmission and it should be a maxi-

mum value in order to extend the lifetime of the network.

The throughput of the network is the total data rates

transmitted over the network within a particular time and

delay refers to the time taken for the transmission of the

data. The detection rate refers to the accurate detection of

the attacker and delay refers to the time taken for data

transmission among the IoT nodes in the network. The

effective method contributes with the maximal energy,

throughput, and detection rate, but with minimal delay.

4.4 Comparative methods

The performance of the proposed protocol is compared

with existing methods, like A FAST ? FAMOUS [3],

QMRPRNS [35], GMR [39], CSA [2], and WOA [33] in

terms of throughput, delay, and energy.

Fig. 2 Solution vector

Fig. 3 Schematic diagram of the

multicast routing
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4.5 Comparative analysis

The section enumerates the comparative analysis of the

methods based on the performance metrics in the presence

of two types of attacks, type-1 attack and type-2. The type-

1 attack refers to the black hole attack and type-2 attack

refers to the DDoS attack. The analysis is discussed with 50

nodes and 100 nodes in the simulation environment as

shown below.

4.5.1 Using 50 nodes in the presence of type-1 attack

In the section, the analysis is progressed with 50 nodes in

the presence of the type-1 attack. Figure 5 shows the

analysis based on the performance metrics and Fig. 5a

depicts the analysis based on delay. In the beginning of the

rounds, there is no delay and with the increase in time, the

delay increases. However, from the figure it is clear that the

delay of the proposed method attained a minimal delay

when compared with the existing methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR. The delay of the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR is 0.473, 0.5815, 0.4706, 0.5583, 0.5273, and

0.3145, respectively when the time is 20 s. The analysis

based on the detection rate is pictured in Fig. 5b. The

effective method should afford with the maximal value of

the detection rate, which ensures effective detection of the

attacks. From the figure, on easily finalize that the detection

rate decreases with time, still the detection rate of the

proposed method is found to be high for the proposed

method. At the beginning of routing, the detection rate is

maximal for the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR,

which reduces upon decreases with increasing time. The

detection rate at 19 s is found to be 0.6988, 0.6988, 0.6988,

0.7275, 0.7273, and 0.7203, respectively for the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, WOA, and

CrowWhale-ETR, respectively. Figure 5c shows the

energy of the methods with respect to time. The energy

remained in the nodes using the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR are 61.5298, 60.5792, 59.6383, 59.2503,

55.2248, and 64.5024, respectively at time 20 s. Similarly,

the analysis based on the throughput is enumerated in

Fig. 5d. The throughput of the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR is 0.2368, 0.1823, 0.046, 0.2845, 0.364, and

0.0578 at 20 s. It is concluded from the analysis that the

proposed method acquired the better delay, detection rate,

energy, and throughput in the presence of 50 nodes.

4.5.2 Using 50 nodes in the presence of type-2 attack

In the section, the analysis is progressed with 50 nodes in

the presence of the type-2 attack. Figure 6 shows the

analysis based on the performance metrics and Fig. 6a

depicts the analysis based on delay. In the beginning of the

rounds, there is no delay and with the increase in time, the

delay increases. However, from the figure it is clear that the

delay of the proposed method attained a minimal delay

when compared with the existing methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR. The delay of the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR is 0.5213, 0.4181, 0.5761, 0.5613, 0.5085, and

Fig. 4 Simulation results, a using 50 nodes and b using 100 nodes
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0.2728, respectively when the time is 20 s. The analysis

based on the detection rate is pictured in Fig. 6b. The

effective method should afford with the maximal value of

the detection rate, which ensures effective detection of the

attacks. From the figure, on easily finalize that the detection

rate decreases with time, still the detection rate of the

proposed method is found to be high for the proposed

method. At the beginning of routing, the detection rate is

0.9693, 0.9661, 0.9759, 0.9813, 0.9940, and 0.9765,

respectively for the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR at

19 s. Figure 6c shows the energy of the methods with

respect to time. The energy remained in the nodes using the

methods, FAST ? FAMOUS, QMRPRNS, GMR, CSA,

WOA, and CrowWhale-ETR are 64.34, 61.36, 56.75, 62,

61.39, and 66.42, respectively at time 20 s. Similarly, the

analysis based on the throughput is enumerated in Fig. 6d.

The throughput of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.3621, 0.1981, 0.3763, 0.2983, 0.0644, and 0.4625 at 19 s.

It is concluded from the analysis that the proposed method

acquired the better delay, detection rate, energy, and

throughput in the presence of 50 nodes.

4.5.3 Using 50 nodes in the absence of attacks

In the section, the analysis is progressed with 50 nodes in

the absence of the attacks. Figure 7 shows the analysis

based on the performance metrics and Fig. 7a depicts the

analysis based on delay. In the beginning of the rounds,

there is no delay and with the increase in time, the delay

increases. However, from the figure it is clear that the delay

Fig. 5 Comparative analysis using 50 nodes in the presence of type-1 attack, a delay, b detection rate, c energy, and d throughput
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of the proposed method attained a minimal delay when

compared with the existing methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR.

The delay of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.4377, 0.5976, 0.5255, 0.5418, 0.5622, and 0.3490,

respectively when the time is 20 s. Figure 7b shows the

energy of the methods with respect to time. The energy

remained in the nodes using the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR are 64.11, 64.4689, 63.82, 63.27, 65.94, and

71.05, respectively at time 20 s. Similarly, the analysis

based on the throughput is enumerated in Fig. 7c. The

throughput of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.856, 0.8571, 0.8522, 0.8522, 0.844, and 0.8649 at 20 s. It

is concluded from the analysis that the proposed method

acquired the better delay, detection rate, energy, and

throughput in the presence of 50 nodes.

4.5.4 Using 100 nodes in the presence of type-1 attack

In the section, the analysis is progressed with 100 nodes in

the presence of the type-1 attack. Figure 8 shows the

analysis based on the performance metrics and Fig. 8a

depicts the analysis based on delay. In the beginning of the

rounds, there is no delay and with the increase in time, the

delay increases. However, from the figure it is clear that the

delay of the proposed method attained a minimal delay

when compared with the existing methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR. The delay of the methods, FAST ?

Fig. 6 Comparative analysis using 50 nodes in the presence of type-2 attack, a delay, b detection rate, c energy, and d throughput
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FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR is 0.2848, 0.3432, 0.3627, 0.3074, 0.3453, and

0.2233, respectively when the time is 20 s. The analysis

based on the detection rate is pictured in Fig. 8b. The

effective method should afford with the maximal value of

the detection rate, which ensures effective detection of the

attacks. From the figure, on easily finalize that the detection

rate decreases with time, still the detection rate of the

proposed method is found to be high for the proposed

method. At the beginning of routing, the detection rate is

0.99, 0.9828, 0.9843, 0.9914, 0.9749, and 0.9914, respec-

tively for the methods, FAST ? FAMOUS, QMRPRNS,

GMR, CSA, WOA, and CrowWhale-ETR. The detection

rate at 19 s is found to be 0.6988 for the methods,

FAST ? FAMOUS, QMRPRNS, GMR, and CSA, and

0.7234 and 0.718 for WOA and CrowWhale-ETR,

respectively. Figure 8c shows the energy of the methods

with respect to time. The energy remained in the nodes

using the methods, FAST ? FAMOUS, QMRPRNS,

GMR, CSA, WOA, and CrowWhale-ETR are 74.19, 77.25,

77.05, 77.60, 76.01, and 80.60, respectively at time 20 s.

Similarly, the analysis based on the throughput is enu-

merated in Fig. 8d. The throughput of the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, WOA, and

CrowWhale-ETR is 0.0411, 0.0411, 0.137, 0.0411, 0.2078

and 0.0674 at 19 s. It is concluded from the analysis that

the proposed method acquired the better delay, detection

rate, energy, and throughput in the presence of 100 nodes.

4.5.5 Using 100 nodes in the presence of type-2 attack

In the section, the analysis is progressed with 100 nodes in

the presence of the type-2 attack. Figure 9 shows the

analysis based on the performance metrics and Fig. 9a

Fig. 7 Comparative analysis using 50 nodes in the absence of attacks, a delay, b energy, and c throughput
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depicts the analysis based on delay. In the beginning of the

rounds, there is no delay and with the increase in time, the

delay increases. However, from the figure it is clear that the

delay of the proposed method attained a minimal delay

when compared with the existing methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR. The delay of the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR is 0.2604, 0.3818, 0.3354, 0.3438, 0.315, and

0.2161, respectively when the time is 20 s. The analysis

based on the detection rate is pictured in Fig. 9b. The

detection rate at 19 s is found to be 0.6988 for the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, and WOA,

and 0.7227 for CrowWhale-ETR, respectively. Figure 9c

shows the energy of the methods with respect to time. The

energy remained in the nodes using the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, WOA, and

CrowWhale-ETR are 76.8121, 76.4678, 77.47, 77.38,

74.01, and 82.17, respectively at time 20 s. Similarly, the

analysis based on the throughput is enumerated in Fig. 9d.

The throughput of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.0644, 0.3396, 0.2345, 0.1364, 0.3173, and 0.3558 at 19 s.

It is concluded from the analysis that the proposed method

acquired the better delay, detection rate, energy, and

throughput in the presence of 100 nodes.

4.5.6 Using 100 nodes in the absence of attacks

In the section, the analysis is progressed with 100 nodes in

the absence of the attacks. Figure 10 shows the analysis

based on the performance metrics and Fig. 10a depicts the

analysis based on delay. In the beginning of the rounds,

there is no delay and with the increase in time, the delay

Fig. 8 Comparative analysis using 100 nodes in the presence of type-1 attack, a delay, b detection rate, c energy, and d throughput
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increases. However, from the figure it is clear that the delay

of the proposed method attained a minimal delay when

compared with the existing methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR.

The delay of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.3029, 0.3263, 0.3628, 0.3350, 0.3456, and 0.1855,

respectively when the time is 20 s. Figure 10b shows the

energy of the methods with respect to time. The energy

remained in the nodes using the methods, FAST ?

FAMOUS, QMRPRNS, GMR, CSA, WOA, and Crow-

Whale-ETR are 78.54, 78.98, 78.44, 78.92, 80.47, and

82.53, respectively at time 20 s. Similarly, the analysis

based on the throughput is enumerated in Fig. 10c. The

throughput of the methods, FAST ? FAMOUS,

QMRPRNS, GMR, CSA, WOA, and CrowWhale-ETR is

0.8349, 0.8663, 0.8724, 0.8761, 0.8596, and 0.8917 at 20 s.

It is concluded from the analysis that the proposed method

acquired the better delay, detection rate, energy, and

throughput in the presence of 100 nodes.

4.6 Comparative discussion

The analysis with 50 nodes and 100 nodes are progressed

based on the performance metrics as shown in Table 1. The

proposed method acquired the minimal delay, maximal

energy, maximal detection rate, and maximal throughput.

The delay, detection rate, energy, and throughput of the

proposed method are 0.2729, 0.6726, 66.4275, and 0.0645

respectively, whereas for the QMRPRNS method, the

delay, detection rate, energy, and throughput of the pro-

posed method is 0.4181, 0.6726, 61.361, and 0.0645,

respectively using 50 nodes in the simulation environment.

The delay, detection rate, energy, and throughput of the

Fig. 9 Comparative analysis using 100 nodes in the presence of type-2 attack, a delay, b detection rate, c energy, and d throughput
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proposed method are 0.2162, 0.7228, 82.1774, and 0.3548,

respectively using 100 nodes in the simulation environ-

ment. Finally, the analysis in the absence of attacks using

50 and 100 nodes is enumerated in Table 2.

The delay of the proposed method in the presence of 50

and 100 nodes are 0.3491and 0.1855, which is less when

compared with the comparative methods. The energy of the

methods, FAST ? FAMOUS, QMRPRNS, GMR, CSA,

WOA, and CrowWhale-ETR using 50 nodes is found to be

64.11, 64.4689, 63.8287, 63.2758, 65.9433, and 71.0567,

whereas the energy with 100 nodes using the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, WOA, and

CrowWhale-ETR is 78.544, 78.980, 78.447, 78.927,

80.474, and 82.530. The throughput of the methods,

FAST ? FAMOUS, QMRPRNS, GMR, CSA, WOA, and

CrowWhale-ETR is 0.8349, 0.8664, 0.8724, 0.8762,

0.8597, and 0.8917 in the presence of 100 nodes. The

methods are analyzed based on the performance metrics

and it is clear that the proposed method acquired the

maximal throughput, minimal delay, and maximal energy,

both with 50 and 100 nodes. Moreover, the detection

capability of the proposed CrowWhale-ETR method was

better in the presence of the attacks, DDoS and black hole

attacks.

4.7 Analysis based on trade-off

The performance of the proposed system is analyzed using

the metrics, such as energy, throughput, and delay, which

are interrelated with each other. The trade-off between

delay and throughput is that the proposed system has the

maximum throughput when the delay is minimum. The

trade-off between delay and the energy is that the proposed

system has the maximum energy on the minimum delay.

Fig. 10 Comparative analysis using 100 nodes in the absence of attacks, a delay, b energy, and c throughput
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Similarly, when the energy increases the proposed system

has the maximum throughput. Overall, the proposed system

offers the better performance results with minimum delay,

maximum energy and maximum throughput.

5 Conclusion

The energy-aware multicast routing is essential in IoT

applications, which is performed using the proposed opti-

mization, CWOA. The optimal selection of the routes for

multicast routing is enabled using the objective function

depending on the trust and energy factors that chooses the

effective nodes for establishing the routes for data

transmission. Based on the energy and trust update, the

secure nodes are selected and which improves the secure

communication from the attacks. The analysis using 50 and

100 nodes in the simulation environment reveals that the

proposed method acquired better performance in compar-

ison with the existing methods. The analysis is based on

two attacks, black-hole and DDoS attacks. The analysis

with 50 nodes revealed that the proposed method attained a

minimal delay of 0.2729, maximal detection rate of 0.6726,

maximal energy of 66.4275, and maximal throughput of

0.4625 in the presence of nodal attacks. On the other hand,

in the absence of the attacks, the proposed method acquired

0.3491, 71.0567, and 0.8649 as delay, energy, and

throughput with 50 nodes in the simulation environment.

Likewise, the analysis using 100 nodes reported better

results in terms of the performance metrics. The detection

rate of the proposed CrowWhale-ETR is 9.7762% better

when compared with the existing method, FAST ?

FAMOUS. The future dimension of the proposed multicast

routing will be relied on utilizing various types of opti-

mizations to determine the optimal routes to enable

effective routing. Also, the proposed method will be

compared with many other related works to verify the

effectiveness.
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