
3/12/22, 9:13 PM Mechanisms for Source Code Obfuscation in C: Novel Techniques and Implementation | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/document/9167661 1/3

IEEE.org IEEE Xplore IEEE-SA IEEE Spectrum More Sites SUBSCRIBE Cart 


Create
Account

SUBSCRIBE

Conferences  > 2020 International Conference... 

Pallavi Ahire ; Jibi Abraham All Authors

Mechanisms for Source Code Obfuscation in C: Novel
Techniques and Implementation
Publisher: IEEE Cite This  PDF

2
Paper
Citations

196
Full
Text Views

 

Alerts
Manage Content Alerts

Add to Citation Alerts 



Abstract

Document
Sections

I. Introduction

II. Related Work

III. Proposed
Mechanisms

IV. Experimental
Evaluation

V. Conclusion and
Future Scope

Authors

Figures

References

Citations


Downl

PDF

Abstract:Due to exponential growth of internet, there is abundant assistance
available online to learn programming languages much more efficiently. Most of
the programmers use thi... View more

 Metadata
Abstract:
Due to exponential growth of internet, there is abundant assistance available
online to learn programming languages much more efficiently. Most of the
programmers use this valuable knowledge for the constructive purpose,
whereas some of them are using this for the illegal means like unethical
hacking, code spoofing, reverse engineering and many more. So to protect the
applications from the anonymous attackers, the respective source codes are
secured by converting them in the form of .exe, .jar, .bat, .property, .class and
.jad files to store at the cloud server end. But most of the repositories store the
bare source code at their cloud server end, which is inevitably a feast to the
attackers. So to secure the bare source codes, obfuscation techniques are
playing a vital role which eventually camouflage the written logic and leave the
attacker in confused mode. So as a tiny step towards this idea of obfuscation,
this paper presents seven available C obfuscators and four novel data
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I. Introduction
Source code are being written nowadays is subject to a lot of
attention as people with malicious intent will try to gain
illegitimate access to the code or try to understand the source
code to discover certain loopholes and flaws that can be targeted
for their illicit gain. Safeguarding the code and protecting the
contents from prying eyes is one of the most basic security
concerns as the source code can be stored locally or on various
different repositories which can be easily accessed by the
attackers.
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